IPv6 is to provide the service for a mobile node to maintain its connectivity to the Internet when it moves from one domain to another, which is referred to as handover. Here we deal with the fast handover problem, which is to provide rapid handover service for the delay-sensitive and real-time applications. In this paper, we propose an enhanced fast handover scheme for Mobile IPv6. In our scheme, each AR (Access Router) maintains a CoA (Care of Address) table and generates the new CoA for the MN that will move to its domain. At the same time, the binding updates to home agent and correspondent node are to be performed from the time point when the new CoA for MN is known by PAR (Previous AR). Also the localized authentication procedure cooperated with the proposed scheme is provided. For the comparison with the existing fast handover scheme, detailed performance evaluation is performed. From the evaluation results, we can see that the proposed enhanced fast handover scheme can achieve low handover latency and low packet delay.
I. INTRODUCTION
T O make a mobile node (MN) stay connected to the Internet regardless of its location, mobile IPv6 [11] is proposed as the next generation wireless Internet protocol. This is achieved primarily through using CoA (Care of Address) to indicate the location of the MN. Although the Mobile IPv6 protocol has many promising characteristics and presents an elegant mechanism to support mobility, it has an inherent drawback. That is, during a handover process, there is a short period that the mobile node is unable to send or receive packets because of link switching delay and IP protocol operations [12] . Handover is the process by which an MN keeps its connection active when it moves from one access medium to another [1] . The handover process happens when the MN moves from one access medium to another, and it should accomplish three operations: movement detection, new CoA configuration, and binding update (BU). During handover period, the MN is unable to send or receive packets as usual. The length of this period which is called handover latency is very critical for the delay-sensitive and real-time services.
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In the IPv6 specification [11] , a common handover scheme has been proposed to support mobility. But the handover latency is so large that it is unbearable for many applications. To reduce the handover latency, two categories of protocols have been proposed. One focuses on the network architecture design [4] , [7] , [14] , [16] , [17] , such as HMIP [17] , IDMP [14] . The other focuses on the mechanism to reduce latency by MN and AR themselves, such as fast handover [2] , [12] , [13] , [19] . In this paper, we focus on the design of fast handover scheme.
Fast handover scheme is the scheme to reduce the handover latency by anticipating handover and performing some operations prior to a break of the radio link. It includes two problems [2] , [12] , [13] , [19] : how to allow an MN to send packets as soon as it detects a new subnet link, and how to deliver packets to a mobile node as soon as its attachment is detected by the new access medium. To solve these problems as much as possible, a fast handover scheme for Mobile IPv6 [12] has been proposed. In this scheme, the movement detection latency is reduced by providing the MN with the information about the new access point and the associated subnet prefix information when the MN is still connected to its current subnet. The new CoA (Care of Address) configuration latency is reduced by neglecting DAD (Duplicated Address Detection) [18] and by generating and configuring new CoA by MN itself. To reduce the binding update latency, a bidirectional tunnel between previous access router (PAR) and the new access router (NAR) is established.
In the fast handover scheme, it is noted that the DAD procedure may consume much time, especially if the DAD begins after the link is created to the new access router. If duplicate CoA occurs, the service quality for users will decrease greatly. At the same time, we note that the binding updates to the HA (Home Agent) and CN (Correspondent Node) are performed after the time point when the MN is IP-capable on the new subnet link [12] . Because of this, the MN communicates with the CN directly via the NAR without using tunnel in a very late time. Thus the packet delay for some packets sent during the handover will be enlarged.
Our work is motivated by the following questions: Can DAD procedure be performed beforehand? Does the binding update to HA/CN need to be performed after the MN is IPcapable on the new subnet link? After investigation, we found that the nCoA (new CoA) generation and DAD procedure can be performed before handover starts. At the same time, we found that when nCoA is informed to PAR (Previous AR), the handover to the new access point will definitely happen. Therefore, the binding update to the HA/CN can be performed at the time point when the new CoA is known by PAR.
In this paper, we propose a scheme for fast handover in Mobile IPv6. To reduce the latency in the DAD procedure, we let the new AR (Access Router) construct a new CoA, perform DAD for the MN and store this new CoA to the nCoA (new CoA) table when anticipating that a handover for an MN is about to happen. Then when the MN requests the nCoA through the previous AR, this new CoA will be distributed to the MN from the NAR via PAR. At the same time, to reduce the registration latency in the binding update, the binding update to the HA/CN will be performed after the PAR knows the nCoA. Also the localized authentication procedure cooperated with the proposed scheme is provided. We perform detailed performance analysis on the proposed enhanced scheme. By the analysis, it is found that compared with the existing fast handover scheme, the handover latency and packet delay can be reduced by the proposed enhanced scheme.
The rest of the paper is organized as follows: In Section II, we will provide system descriptions. The fast handover for Mobile IPv6 is introduced in Section III. In Section IV, an enhanced fast handover scheme for Mobile IPv6 is proposed. We develop a comprehensive analytical model and provide careful performance evaluation in Section V. Finally, we conclude the paper in Section VI.
II. SYSTEM DESCRIPTIONS
Consider the network architecture depicted in Figure 1 . There are three entities in the network architecture: HA (Home Agent), AR (Access Router), AP (Access Point). Besides these, there are two kinds of nodes, CN (Correspondent Node) and MN (Mobile Node). The MN connects to the Internet via AP and AR.
To describe the handover scheme, we address the common situation where handover happens. There are two access points, AP1 and AP2, in the network, which connect to different access routers, PAR (Previous Access Router) and NAR (New Access Router), respectively. As the figure illustrates, when the MN moves from the radio region of the AP1 to that of the AP2, the handover happens.
When the handover induced by moving between different domains happens, the MN should perform layer 2 handover and Layer 3 Handover. Layer 2 handover is the process with which the mobile node changes from one access point to another, here from AP1 to AP2. Layer 3 handover is the process that the MN changes the attachment from one access router to another, here from PAR to NAR. The layer 3 handover includes three operations: movement detection, new CoA configuration, and binding update. Thus the handover latency includes three parts:
• L2 handover latency, which is defined as the time interval from the moment that layer 2 link down trigger from the PAR happens to the moment that the layer 2 link up trigger to the NAR happens. From the measurement performed in [13] , the link layer handover when using IEEE 802.11b cards will be more than 1 second and less than 2 seconds depending on the different makers.
• Rendezvous time delay [20] , which includes two kinds of latency. One is movement detection latency, which is the time interval taken by the MN to detect the presence of a NAR at the new access network, and the other is the new CoA configuration latency, which is the time interval taken to configure a new CoA for the MN.
• Registration delay, which is the time that it takes to send BU to the HA/CN and the subsequent resumption of communications indicated by a new data packet arriving at the MN from the NAR without passing through the tunnel between NAR and PAR. In this paper, we will not consider details on the layer 2 handover, and treat it as a fixed time interval consumed.
Additionally, the link layer handover triggers [2] , [13] are utilized in this paper. These triggers are signals related to the link layer handover process. The first trigger is an early notice of an upcoming change in the link layer point of attachment of the MN, referred to as handover anticipation trigger. The second trigger, the layer 2 link up trigger occurs when the link between the MN and the new access medium is established. It is an indication that layer 3 can now send packets over the link. All layer 2 activities in configuring the link are expected to be complete at this point. The third trigger, the layer 2 link down trigger, indicates that the link between the MN and the old access medium is lost, which means that layer 3 cannot send any more packets over this link.
III. FAST HANDOVER SCHEME FOR MOBILE IPV6
To reduce the handover latency occurred in Mobile IPv6, fast handover schemes for Mobile IPv6 are proposed in [12] . In [12] , two schemes are proposed: one is the predictive fast handover scheme and the other is the reactive fast handover scheme. The main difference between these two schemes is on the time to establish the tunnel between the PAR and NAR. By the predictive handover, the tunnel is established before layer 2 handover, but by the reactive handover, the tunnel is established directly after layer 2 handover. Figure 2 shows the packet flows for the predictive fast handover scheme. Figure  3 shows the timing graph for the predictive fast handover scheme. We focus on the predictive fast handover scheme in this paper because it has shorter latency than the reactive one. We note that the DAD is neglected when the new CoA configuration is performed in the fast handover scheme. Although the probability that the duplicate address exists is small, this procedure cannot be neglected. If the DAD is not performed at the beginning and is performed after the node has set up a link to the new AP, much time will be wasted if duplicate address exists and such latency cannot be tolerated for latencysensitive applications.
On the other hand, we notice that the binding update and registration procedure cannot be started as soon as possible. By the fast handover scheme, the binding updates to HA/CN are performed after the link is created to the new access medium. After investigation, we find that when the handover starts and the nCoA is known by PAR, the handover procedure will definitely be performed even if there are duplicated addressed or some other situations. Therefore, using this discovery, we propose performing the BU to HA/CN beforehand.
IV. PROPOSED ENHANCED FAST HANDOVER SCHEME FOR MOBILE IPV6
Based on the above considerations, we propose an enhanced fast handover scheme for Mobile IPv6, which includes two parts. One is the new CoA generation maintenance method. By this method, the new CoA is generated by NAR beforehand and NAR maintains a CoA table for communications. The other is the proposed enhanced fast handover scheme. In this scheme, the binding updates to HA/CN are brought beforehand.
A. Proposed New CoA Generation and Maintenance Method 1) Method Overview:
Here a new CoA generation and maintenance method is proposed to reduce the DAD (Duplicate Address Detection) latency in fast handover scheme, where the new CoA is generated by NAR instead of MN and the DAD is performed beforehand. It is also important to note that except for the reduction on latency, bringing the DAD procedure forward can make the issued nCoA unique. Thus, the binding update to HA/CN can be brought forward because there is no problem on the nCoA.
We note that there are two kinds of new CoA generation methods [18] . One is the stateless autoconfiguration method and the other is the stateful autoconfiguration method. In this paper, we only consider stateless autoconfiguration method since it is widely used in Mobile IPv6. Brief descriptions are provided as follows. Firstly the link-local address is generated and then the DAD is performed. If DAD fails, the manual configuration should be carried out. If there is no problem with the DAD process, the router prefix should be obtained and the new CoA is generated using the link-local address and the router prefix.
Though the probability that the duplicate link-local address occurs on the same link is low, it still cannot be ignored because communication quality will be greatly influenced if the duplicate address occurs. In the fast handover scheme [12] , the DAD procedure is performed after the NAR receives the handover initiate packet or creating a link to the NAR is finished as in Figure 3 . Both methods will bring unpredictable latency.
To reduce this latency, it is more reasonable if the new CoA is generated and the DAD is performed by NAR before requesting the nCoA by MN. At the same time, the information held by MN and needed for address autoconfiguration is the interface of MN. Thus if the NAR can know the interface and the AP-ID of the NAP, the NAR can autoconfigure the new CoA instead of the MN. Thus the new CoA generation operation can be moved from the MN to NAR. At the same time, the NAR can perform the DAD by searching the CoA list. Therfore, in the enhanced scheme, the unpredictable delay related to DAD can be avoided.
2) Method Operations: In the proposed enhanced scheme, we let each AR maintain a CoA table as Table 1 . This table is used to store the currently used CoA and the new CoAs for the coming MNs. If the CoA is a currently used one, the "Active" label should be specified as T. Otherwise, it will be specified as F, because this is an inactive CoA for a coming MN. Besides the "Active" label, there are some other options, such as "Start Time," "Valid Time."
When an MN anticipates that the handover to a new domain is about to happen, that is, the handover anticipation trigger occurs, the following steps should be performed.
Step 
B. The Proposed Enhanced Fast Handover Scheme

1) Scheme Overview:
To reduce the handover latency, we merge the movement detection procedure and tunnel establishment procedure, and let PAR send BU − HA/CN (Binding Update to HA and CN) directly after PAR knows the new CoA. Also the DAD will not be performed during the period when the tunnel is established as in the predictive fast handover scheme, because DAD has already been performed beforehand. Thus the latency for performing DAD can be reduced.
In the existing fast handover scheme, the binding update to the HA/CN is performed after attaching to the NAR. However, in the proposed enhanced scheme, the binding update to the HA/CN is brought forward to the time before the layer 2 handover. Thus in our scheme, the completion time of BU to HA/CN is advanced and the tunnel between PAR and NAR will exist shorter than in the fast handover scheme. Therefore, many packets passing to the MN through the tunnel can be sent to the MN directly without using the tunnel. That means the latency for these packets can be reduced.
Note that in our scheme, binding update is performed by PAR not NAR, because it should be guaranteed that the nCoA has been known by PAR. That is, if PAR has not received any information on nCoA but binding update has been performed, it will lead to topology error because the moving MN has two CoAs at the same time. On the other hand, after PAR knows the nCoA, it will know that the MN has moved to the domain of NAR and make the current CoA unavailable Also we notice that even DAD procedure has not been brought forward as proposed, the binding update procedure can still be performed by PAR at the time point when the nCoA is known by PAR. What we need to do is to label this nCoA as a new one for an MN that will move from PAR to NAR. Thus even if the DAD fails at the beginning, the NAR still can identify the packets which are directed to the specified MN because the NAR can differentiate the packet destination by the information of nCoA, PAR and MN.
2) Scheme Operations:
The packet flow for the enhanced fast handover scheme is depicted in Figure 4 .
In the following, the operations for the proposed enhanced fast handover scheme will be given.
Step To describe the enhanced scheme clearly, the detailed timing graph for the enhanced scheme is provided in Figure 5 . 
C. Security Discussion
Security is not the focus of this paper. But we would like to provide some methods to cooperate our enhanced scheme. When one user moves from one domain to another, the authentication to the MN from HA should be performed [3] , [6] , [8] , [9] , [10] , [15] . Currently, challenge/response [15] mechanism attracts much more attention as the method for authenticating the MN in the foreign domain. When MN moves out of home domain and arrives at the first foreign domain, MN will perform challenge/response mechanism to make its identity verified by HA. Thus, we can assume that the PAR has established the trust relations including mutual security association with the MN. That is, the PAR knows the security association related to the MN. After entering the first foreign domain, the authentication procedure for entering other foreign domains can be performed as follows. Before PAR sends nCoA − REQ − P AR to NAR, it generates a random number and appends this number and the information of the security association related to this MN to nCoA − REQ − P AR message. Then it sends this message to NAR. At the same time, PAR appends the generated random number to nCoA − Adv and send it to the MN. We assume that the general security is assured. That is, all the messages sent are encrypted by symmetric cryptography. Then when the MN moves to the NAR, it will only send this random number to the NAR to verify its identity. In the mean time, they can use the security association known by NAR to communicate with each other. Here, the authentication delay can be reduced greatly, because in challenge/response mechanism, the MN should be authenticated by HA every time when the MN moves to another domain. However, by our method, security association establishment can be carried out beforehand and the authentication procedure can be performed locally.
V. PERFORMANCE EVALUATION
Here we conduct performance evaluation to compare the enhanced fast handover scheme with the existing scheme [12] . It is obvious that reducing the handover latency is the goal of fast handover. On the other hand, packet delay can be used to reflect the service quality for users. Thus we consider the following two metrics:
• Latency of handover, denoted by LT and defined as the time interval from the moment that the packets cannot be sent or received to the moment that the mobile node can communicate with the CN directly via the NAR without using tunnel.
• Packet delay, denoted by PD and defined as the time interval from the moment that the packet is sent by the CN to the moment that the packet is received by MN during the handover. In this paper, we design an analytical model to compare the above two metrics. We only focus on the predictive fast handover because it needs less time to perform handover than the reactive one since the tunnel between PAR and NAR by the predictive scheme is established before layer 2 handover [12] . The network architecture used for analysis is presented in Figure 1 .
For convenience, the notations and basic assumptions are given as follows:
• Time 0: The time point that detachment from PAR occurs is 0.
• T L2 : The layer 2 handover latency which is the time required to process L2 handover. It is defined as the time interval from the moment that the MN detaches from PAR to the moment that the MN attaches to the NAR. 
It is assumed that T (A, B) = T (B, A). • T (A):
The time required for a packet to be processed at A. For example, T (NAR) represents the time required for a packet to be processed (de-capsulated) at NAR. The performance analysis on the above two metrics is given as follows.
A. Latency of Handover
Firstly, we investigate the time point when the packets cannot be sent or received. For the predictive fast handover scheme, the layer 2 handover can start at any time after fast binding update packet is received by PAR. Thus the time point that the packets cannot be sent and received in fast handover will be the time when the fast binding update packet is received by PAR. For our enhanced scheme, the packet forwarding will be stopped at the time point that nCoA − REP is received by PAR.
Then, we investigate when the mobile node can communicate with the CN directly via the NAR without using tunnel. The completion time point is when both the binding update to HA/CN and handover process have been finished. Figure 3 illustrates the latency for the fast handover in Mobile IPv6. It is assumed that the DAD process can be finished by NAR after receiving handover initiate packet before sending handover acknowledge packet because it is the best situation for the fast handover scheme. From Figure 3 , we obtain that the handover latency includes four parts: T pre1 , T L2 , T F NA , T BU , where T pre1 is the time interval from the time point that packets cannot be sent and received to the time point that the MN detaches from the PAR, and T L2 , T F NA and T BU are the time consumed to perform layer 2 handover, fast neighbor advertisement and binding update to HA/CN, respectively. Therefore we can obtain the handover latency for fast handover as follows.
From Figure 3 , we can see that T pre1 includes the time consumed for packet transmission from PAR to NAR, NAR to PAR, PAR to MN and the time for DAD process. Thus, we can obtain:
Also obviously, T F NA includes the time consumed for packet transmission from MN to NAR and NAR to MN. Figure 5 illustrates the latency for the proposed enhanced fast handover scheme for Mobile IPv6. From Figure 5 , we can see that the handover latency will be the maximum of T pre2 + T L2 + T F NA and T BU . Therefore, we can obtain the handover latency for the proposed scheme as below:
Similarly as (2) and (3), we can obtain:
From the above discussions, we can see that T pre2 is not larger than T pre1 . To perform comparison, there are two cases we should consider.
• Case 1:
In this case, from (1) and (4), we can get:
Time 0 is assumed to be the detachment from PAR. Thus we can obtain the latency comparison as Figure 6 . From Figure 6 , we can see that the proposed enhanced fast handover scheme can reduce the handover latency compared with the existing fast handover scheme in case 1.
In this case, similarly we can obtain:
T BU -T pre2 T L2 +T FNA  T L2 +T FNA +T BU   LT FH LT P roposed We can get the latency comparison as Figure 7 . From Figure 7 , we can see that the latency for handover can be improved by the proposed enhanced fast handover scheme in case 2. In conclusion, we obtain
It means that the time required to complete the whole handover procedure will be reduced. The reason is that the DAD procedure has been performed previously and the binding update procedure has been brought forward. It will benefit much more for the handover latency when the security issues [3] , [6] , [8] for Mobile IPv6 are considered. In the enhanced fast handover scheme, it can register the new CoA to HA in advance. At the same time, the MN can be authenticated locally by NAR instead of far HA. Thus the handover latency can be reduced further because the authentication procedure is moved ahead.
B. Packet Delay
To investigate packet delay, we firstly consider the tunnel existing time. Tunnel existing time is defined as the time interval from the moment that the tunnel is established to the moment that the tunnel is destructed. According to [12] , the tunnel remains active until the MN completes the binding update with its correspondents in the fast handover scheme. Thus the tunnel existing time equals to the handover latency described as above.
There are two types of packet flows in the network as in Figure 8 , depending on whether the tunnel between PAR and NAR exists. In type (1), the packets flow from CN, via PAR, NAR, and AP2, then reach MN. In type (2), the packets flow from CN, via NAR and AP2, then arrive at MN. If the tunnel exists, that is, before the binding updates have been finished, the packets are forwarded to the MN through the tunnel between the PAR and NAR as the packet flow in type (1) in Figure 8 . Otherwise, the packets are forwarded to the MN via the NAR without passing through the tunnel as the packet flow in type (2) in Figure 8 . Without loss of generality, we assume that the PAR and NAR have no difference. That is, the time required for a packet travelling from CN to PAR equals the time required for a packet travelling from CN to NAR. Thus, we can see that if the packets should be forwarded through a tunnel between PAR and NAR, the packet delay will be larger because of the encapsulation and decapsulation operations and the time required to forward packets from PAR to NAR. For flow in type (1), the packet delay from CN to MN includes the time consumed for packet transmission from CN to PAR, PAR to NAR, NAR to MN, and the time consumed for processing at PAR and NAR. Thus we can obtain the packet delay for type (1) as follows:
For flow in type (2), similarly as (8), the packet delay for transmission from CN to MN will be
Without loss of generality, we assume that there is no difference between NAR and PAR. Thus we can get that T (CN, N AR) = T (CN, P AR). Thus, we can obtain:
From here we analyze the packet delay. The packet delay can be differentiated by the time point that the fast neighbor advertisement has been completed. We compare the two schemes in two cases.
For the fast handover scheme, during the time interval [−T pre1 , T L2 + T F NA ], the packets sent to MN will be cached at NAR. At the time point that MN attaches to NAR, which is T L2 + T F NA , these packets will be sent to MN. Therefore, including the transmission time from CN to PAR and NAR to MN, the packet delay will be
During the time interval
, the packets will be sent as flow in type (1 Fig. 9 . PD comparison between the fast handover scheme and the proposed enhanced fast handover scheme in case 1.
we can obtain the packet delay as follows.
For the enhanced scheme, similarly as (11) , during the time interval [−T pre2 , T L2 +T F NA ], the packet delay will be
, the packet will be sent as flow in type (2) . Thus, the packet delay will be
The comparison for two schemes in Case 1 is provided in Figure 9 . From the figure, we can see that the packet delay for the packets arriving at PAR at the time interval
can be improved by P D1 − P D2 by the enhanced fast handover scheme.
We can obtain the packet delay in this case similarly as those in Case 1. For the fast handover scheme, during the time interval [−T pre1 , T L2 + T F NA ], the packet delay will be
During the time interval [T L2 + T F NA , T L2 + T F NA + T BU ], the packet delay will be
For the enhanced scheme, during the time interval [−T pre2 , T L2 + T F NA ], the packet delay will be
During the time interval [T L2 + T F NA , T BU − T pre2 ], the packet delay will be Fig. 10 . PD comparison between the fast handover scheme and the proposed enhanced fast handover scheme in case 2.
, the packet delay will be
The comparison for two schemes in case 2 is provided in Figure 10 . From the figure, we can see that the packet delay for the packets arriving at PAR at the time interval
Therefore, we can see that the packet delay for some packets can be reduced by P D1 − P D2, which equals T (P AR) + T (P AR, NAR) + T (NAR), since the binding updates HA/CN can be performed in a faster fashion.
C. Case Study
Herein we study the percentage of packet delay which can be reduced by the enhanced scheme.
Because the reduced packet delay P D1 − P D2 is larger than T (P AR, NAR), we investigate the metric as minimum reduced packet delay, which is defined to be T (P AR, NAR). In IPv6, it requires that every link in the Internet have an maximum transmission unit (MTU) of 1280 bytes or greater [5] . It is assumed that the link capacity is 2 Mbps and the MTU for the IPv6 packets varies from 1028 bytes to 16384 bytes. Thus we can obtain the results as in Figure 11 . From Figure 11 , we can see that if the MTU is 1280 bytes, the minimum reduced packet delay is about 5 milliseconds; if the MTU is 16384 bytes, the minimum reduced packet delay reaches around 65 milliseconds. Additionally, if considering the encapsulation and decapsulation time and propagation delay on the router, we can see that P D1 − P D2 is larger than the minimum reduced packet delay showed in Figure 11 .
In addition, we investigate how the improved ratio changes with the number of hops between CN and PAR. The improved ratio is defined as P D1−P D2 P D1
, which is used to show the extent that our proposed enhanced handover scheme can reduce the packet delay compared with the fast handover scheme. It is assumed there are N hops between CN and PAR and the packet transmission delay on one hop is t. For example, T (P AR, NAR) = t. Because there is an AP between AR Figure 12 provides the ratio of reduced packet delay for the enhanced scheme. From this figure, we can see that if the number of hops between HA and PAR is 1, the improved ratio for packet delay can be larger than 25%, and even the number of hops reaches 15, the improved ratio still can be larger than 5.6%.
VI. CONCLUSIONS
In this paper, we propose an enhanced fast handover scheme for Mobile IPv6 and the collaborated security mechanism. In our scheme, each AR maintains a CoA table, and generates a new CoA for the MN that is anticipated to move to its domain. At the same time, we propose that binding updates to HA/CN are performed by PAR from the time point when the nCoA is known by PAR. Also, in the proposed scheme, PAR provides security association related to MN and authentication random number to NAR. Thus the authentication procedure is advanced and localized. Finally, we analyze the handover delay and the packet delay for the proposed enhanced fast handover scheme. The analysis shows that with the proposed enhanced scheme, the handover latency can be reduced compared to the existing fast handover scheme. In the mean time, the packet delay for some packets sent in specified time intervals can be reduced by our scheme.
